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Personalized Medicine and Genomic technology are critical
to managing populations

Traditional *One-Size-Fits- All Appvoach Pono mluod Mod»dne Appromh
All patients with the

]
vs.tQ } F! ”‘, Get:eu(]Plrofrso A:
"\“'v".' Gan i Prollo B:
- . .‘.,‘ .j‘\ N 3 Standard Therapy
- Al T i

A Managing a population involves improving health outcomes of
the group as a whole by identifying, monitoring and addressing
health needs of individuals through:

A Subpopulation stratification
A Targeted, evidence-based treatment protocols
A Predictive analytics

Source: Personalized Medicine Coalition and innovation.org ; Oliver Wyman
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Example: PPARgProl2Ala and Diabetes

Oh et al.
Deeb et al. ;
Mancini et al. o
Clement et al.
Hegele et al.
Hasstedt et al.
Lei et al.
Ringel et al.
Hara et al.
Meirhaeghe et al. — OverallP value = 2 x 16
Douglas et al. —o—i
Altshuler et al. T Odds ratio = 0.79 (0.70.86)
Mori et al. —
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High Throughput Methods for supporting Translational
Research

A Set of patients is selected from medical record data in a high
throughput fashion

A Investigators explore phenotypes of these patients using tools
and a translational team developed to work specifically with
medical record data

A Distributed networks cross institutional boundaries for
phenotype selection, public health, and hypothesis testing

A Personalized medicine is delivered into clinical care
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Research Patient Data Registry exists at Partners
Healthcare to find patient cohorts for clinical research

Query construction in web tool

1) Queries for aggregate patient numbers — —
- Warehouse of in & outpatient clinical data De-
-6.7 mll_llon I?artners Health_car_e patients identified
- 2.5 billion diagnoses, medications, Data
procedures, laboratories, & physical findings
S —— Warehouse

coupled to demographic & visit data |
- Authorized use by faculty status - e

- Clinicians can construct complex queries 2731984
- Queries cannot identify individuals, internally Z274902%X
can produce identifiers for (2)

Encrypted identifiers -

I
2) Returns identified patient data
0000004 %
- Start with list of specific patients, usually from (1) 2185793 0000004
- Authorized use by IRB Protocol : :> 2185793
- Returns contact and PCP information, demographics,

providers, visits, diagnoses, medications, procedures,
laboratories, microbiology, reports (discharge, LMR,
operative, radiology, pathology, cardiology, pulmonary,
endoscopy), and images into a Microsoft Access
database and text files.

Real identifiers
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Security and Patient Confidentiality of Step 1

AAl'l patients at Partners are added whe

~

A HIPAA notification that their data may be used for research and
operations upon registration.

>

RPDR data is anonymized at the Query Tool.

A Aggregated numbers are obfuscated to prevent identification of
individuals; automatic lock out occurs if pattern suggests identification
of an individual is being attempted.

A Security Architecture for Query Tools used to Access Large
Biomedical Databases
Shawn N. Murphy, MD, Ph.D. and Henry €. Chueh. MD. M.S.
Laboratory of Computer Science, Massachusetts General Hospital, Boston, MA.

A Queries done in Query Tool available for review by RPDR team, a user lock
out will specifically direct a review.

AConcept of nestablished medical i nvest
as a faculty member or designated list from IRB.
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Security and Patient Confidentiality of Step 2

A Only studies approved by designated Directors of Operation at Hospitals or the
Institutional Review Board (IRB) are allowed to receive detailed data.

A Queries may be set up by a workgroup member, but faculty sponsor on Approval / IRB
protocol must directly approve all queries that return identified data.

A Special controls exist when distributing data regarding HIV antibody and antigen test
results, substance abuse rehab programs, and genetic data, due to specific state and
federal laws.



Tools  Help

Query Items, ;... .o @ - .= ous  Person who is using too

Address L' http:/frpdrwebyrpdrvebdient/querytool .aspx?res =768
RPDR Enhanced Query Tool Le Jging: Duey, Stacey A. in workgroup of [EEN] Murphy
Find Patient s Match Controls | Analyze Patients Request Detailed o=ta Request Specimens I.Indersta

| Query Ites ~:|| yd Terms  Previous Queries Query Name: Query unde —

—

El-£5) Standard Qelry Ttems | GROUPS DO NOT HAVE TO OCCUR IN

E nter detail
emographics detail

Diagnosis

Diagnosis Related Groups

,f Labaratory tests

L5 Medications

,f Microbiology

o e
(Ea E e

il
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E

Eﬂ---g Molecular medidne
B3 Health History
B-() Providers

Eﬂ---g Procedures -
-4 Transfusion Services t t

B-1# Custom Query Items Q u e ry CO n S ru C I O n
- Jill Query Library
Jﬁ Patient Sets

I:‘ Gander I:‘ fg= I:‘ Rzce I:‘ Witz \
I
4
= 3 \@am " Male 40 a0 ATB H W O U Alive__DeeTsed

o — —

&]Done D~ =" &Jlocal intranet
Results- broken down by number distinct of patients
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Methods for thwarting identification

A De-identification of data and not allowing overly identifying
items in the database.
A Approach of HIPAA.
A Approach using Cell Suppression.

A Problems:
A Destruction of important clinical data.

~

ADifficult i nterpretation of nident.
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Methods for thwarting identification

A Obfuscate output of Querytool / Web service.

~

A Properties of this situation:

A Query tool / Web service only returns numbers of
distinct patients.

A The number of distinct patients is useful even when
the number is within a probable range of 2 or 3
patients.

A An audit trail can be kept with a minimum of user ID,
date/time of query, and true number of patients
returned by the queries.



—.

Investigating Identification

A Enter criteria in the Querytool that would select a single person
from the database.

A What do we need to do beyond preventing outputs that state
only one patient satisfies criteria.



a RPDR Query Tool - Microsoft Internet Explorer

J File Edt “iew Favortes Toolz Help |

« = Q9 fat Q2 @ @ B 3
Bach Fansard Stop  Refresh  Home Search Favortez  Higtomy b il Frirt
Jx—‘«gdress IE http: A frpdrdes/partners/client j o Go
Research Patient Database Query Tool Lagrepingy Aty ShEw A =tatus: Fiint | Help | -]
Querny ltemns I Find I Previous Queries I Alhania 1 KB B3
G ! [+ | Sensitivite< ’ L s spedificity

Eﬁ Standard Query ltems j
NEECE N -

]g Encounter detail
Ellg D emographic detail
]g B

Elrg Country

----- @ Afghaniztan
----- @ Albania

----- @ Algena

----- @ Amencan Samoa
----- @ Andorra

----- @ Anguilla

----- @ Antarchica

----- @ Antigua & Barbuda T
""" @ Argenting The itemns= of [1] are joined, and then Drag 'Euery lkems' fram the left into Dirag ‘Cueny liems’ from th]_ SFOUF
..... @ Armenia intersected with ather groups. these groups. these groups.
..... Arub - -
_____ % .-’-'-.Lustrzlia Create Query I Export Patients | Import Patients < 11 patients. }gl Flun Query
----- @ Auztria Gender | patients Age Rare ¥ital | patients
----- @ Azerbaian i
Male - Alive -
..... @ Azares - £ >
—= .. Fermale - Dead =
| i B o 40 &0 TAEAWOL

[-<]
|@ Done I_I_ Z5) Local intraret o




a RPDR Query Tool - Microsoft Internet Explorer

J File Edt “iew Favortes Toolz Help

« == Q@ 7t D @ @ | B S
Bach Fansard Stop  Refresh  Home Search Favortez  Higtomy b il Frirt

J Address IE http: /frpdrdes/partners./client/

j o Go

Research Patient Database Query Tool

Loggungy Mol Shawss A

Status:

Print | Help |

Cluemy [tems I Fird | Previous Quernes I

-] Endocrine dizorders ;I
|:| Ewents of pregnancy

|:| Genitourinary spstem

|:| Hematologic dizeaszes
[ Infectious and parasitic disea
|:| Injury and poizoning

Ela Mental Disorders

-] Mental retardation
D Mon-pzychotic dizorders
=5 Paychosis

-5 Affective psychoses
-] Bipolar affective
-] Bipolar affective
-] Bipolar affective

----- @ Bipolar affective
-] Major depressive
-] Major depressive
-] Manic disorder, re
-] Manic disorder, s
-] Manic-depressive

-] Other and umflnll
i o -

M anic deprezzion only Albania mnnm E

The itemis of [1] are joined, and then

|~ | Sensitivies

e . »Speciliciy

] Affective pspchozes

Gender | patients

Male
Female

ME"w
The item= of [2] are joined, and then DOrag 'Guery lkems' from th (eIl
intersected with other groups. intersected with other groups. these groups.
Create Quen I Export Patients | Impart Patients < 11 patients. }QI Fun Querny
Age Race Yital | Ppatients
- Alive - y
- Dead -
] 40 a0 TAERHWIL

=

|@ Done

I_I_ Z5) Local intraret
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a RPDR Query Tool - Microsoft Internet Explorer

Fansard Stop  Refrezh
Jx—‘«gdress IE http: A frpdrdes/partners/client

j«,-r,@ o
Eask

Home
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Search Favorites
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Research Patient Database Query Tool
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Data obscuration function
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""" @ Austria Create CQuer I Export Patientz | Import Patients I SA£3 patient ) Run (]
_____ 5 Azerbaijan o P p | patients, |_| un Query
----- @ Azores Gender | patients Age Rare ¥ital | patients
----- @ Bahamasz - i 2 i
..... 5] Bahain = g B I 3

e Female - Dead -
Jdl | _*|_I o 40 &0 TAE HWOU
|@ Done

@ Albaria

@ Alaeria

Stop  Refresh  Home Search Favortez  Higtomy ‘ b il Frirt
Jx—‘«gdress IE http: A frpdrdes/partners/client j o Go
Research Patient Database Query Tool Loggungy Mol Shawss A Status: Pt |  Help | =]
Querny ltemns I Find I Previous Dueries I Albania and Algeria gD D]
E@ Demographic detail ;I [+ | Sensitivite< ’ L s spedificity
]g B J
=15 Cauntry

I_I_ Z5) Local intraret
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Monte Carlo simulation

Column 1
Random number
between O and 1

Column 2
Gaussian
distribution
determined by
the random
number and
sigma = 1.33

The real number >

0.077368
0.040369

-0.3236
0.110012
-0.36337
-0.48351
-0.38776
0.000716

o N ® B O kB o o

Average of 8 tries >

129

129
129
128
129
128
126
127
129

128.125

Column 3

What a user will see

~1/3 average wrong

~2/3 average correct




a RPDR Query Tool - Microsoft Internet Explorer

J File Edt “iew Favortes Toolz Help |

« = 9 i D @ @ | B S
Bach Fansard Stop  Refresh  Home Search Favortez  Higtomy b il Frirt
Jx—‘«gdress IE http: A frpdrdes/partners/client j o Go

Research Patient Database Query Tool

Print | Help |ﬂ

Status:

Loggungy Mol Shawss A

Cluemy [tems I Fird | Previous Quernes I

Ellg D emographic detail
]g B

Elrg Country

@ Afghaniztan
@ Albania

@ Algena

@ Amencan Samoa
@ Andarra

----- @ Anguilla
@ Antarchica

@ Argentina
@ Armenia
@ Aruba

@ Australia

@ Austna

@ Azerbaian

@ Azores

@ Bahamasz

@ B ahrain

P

@ Antigua & Barbuda

Albania and Algeria mnnm E

;I GROUPE DO NOT HAYE TO DCCUR INTHE 5 [+ | Sensitivite< J . . . . = Specificity

[ WJM

i Pleaze note... |

Submizzion of queny Abania and Algenia’ could not be achieved due ta lock out.
Faor mare infarmation, pleaze click on the red lock button.

ME"w
The itemis of [1] are joined, and then Orag 'Buery lkems' from the left into DOrag 'Guery lkems' from th (eIl

intersected with other groups. these groups. these groups.

Create Quen I Export Patients | Impart Patients I | Stopped due to lack out. |g| =
Gender | patients Age Race Yital | Ppatients

‘ Male - Alive - y

_ILI Female - Dead -
{ B o 40 &o TAEHWOL e
-

|@ Done

I_I_ Z5) Local intraret




a RPDR Query Tool - Microsoft Internet Explorer

J File Edt “iew Favortes Toolz Help

« = 9 i D @ @ | B S
Bach Fansard Stop  Refresh  Home Search Favortez  Higtomy b il Frirt
Jx—‘«gdress IE http: A frpdrdes/partners/client j o Go

Research Patient Database Query Tool

Loagaing Mehle Shaws A Status: Fiint | Help |

Cluemy [tems I Fird | Previous Quernes I

Eﬁ Standard Query ltems -
]g Encounter detail

]g Demographic detail

Ellg Diagnozes

(=5 Circulatary spstem
-] Acute Rheumatic fe
D Artenal vazcular dize
-] Cerebrovascular dise
-] Chronic Rheumatic
-] Disease of capillarie:
D Dizeazes of pulmon:

Rheum Fever EEEE B

-] Hypertensive dissase
-] lschemic heart dizeaze
(-2 Other forms of heart dise:
D Yenous and lwmphatic diz

+-[_7] Conditionz in the perinatal per
+-[_7] Congenital anomalies

intersected with other groups.

these groups.

these groups.

] % 00 NOT HAY 3 1 Z = H SEI’ISItI‘\"It}'{ ,’ n n n n L > SDEDIflﬂlt}'
I I I
[ Acute Rheumatic fever
i Pleaze note... |
Submizzion of quen ‘Bheum Fever' could not be achieved due to lock out.
For mare information, pleaze click on the red lock buttor.
PE"W
The itemis of [1] are joined, and then Orag 'Buery lkems' from the left into DOrag 'Guery lkems' from th (eIl

[
E o= Create Query I Export Patients | Import Patients I | Stopped due to lack out. | Bt [ ey
-2 Digestive spstem
-2 Endocrine disarders Gender | patients Age Rare Yital | patients
[#-[27] Events of pregnancy ] o
-2 Genitaurinary sypstem - < = i e " E
= _I_I Female - Dead -

Jdl | d o 40 &0 TAE HWOU

=

|@ Done

I_I_ Z5) Local intraret




a RPDR Query Tool - Microsoft Internet Explorer

J File Edt “iew Favortes Toolz Help

j«,-r,@ a

Bach Fansard Stop  Refresh  Home

Q. @ P

Search Favortes  History ‘

-

b il

=

Frirt

J Address IE http: /frpdrdes/partners./client/

j o Go

Research Patient Database Query Tool

Loggungy Mol Shawss A

Status:

Print |

Help

E!ueryltemsl Find = Frevious Quernies I

Rhkeumn Fever %... Locked
&lbania and Algeria #12 s Locked

Albania and Algeria #11 1eady

@ Albaria

Albania and Algeria #10 s... Ready 3 Algeria
Albania and Algeria #3 ... Ready

Albania and Algeria #3 ... Ready

Albania and Algeria §7 ... Ready

Albania and Algeria HE ... Ready

Albania and Algeria #5 ... Ready

Albania and Algeria #4 s Ready 7

Albania and Algeria #3 .. Ready

Manic depression only ... s.. Ready
Manic depression ... Ready
Albania and Algeria .. Ready
Albania

Cueny on 11072002 ...

... Read The item= of [1] are joined, and then
Ly [
. Locked intersected with ather groups.

Cuem Mame | E.l Status |« GROUPE DO NOT HAVE TO OCCUR INTHE SAME YISIT

Albania and Algeria #11 i1 K0 i 0 3

|~ | Sensitivies

e . »Speciliciy

Orag 'Buery lkems' from the left into
these groups.

DOrag 'Guery lkems' from th
these groups.

ME"W
GROUP

Cluery on 11072002 ..

%
%
%
g
%
%
%
%
Albania and Algeria #2 = Ready
%
%
g
%
%
... Ready
g

5643 patkients.

|g| B [ery

EITEW on 11 a"I:I.'-"a"EEIEIf

Gender | patients Age

B = Queries with a patient set
Male -

[T Show IRE queries Refresh List | Fermsle i

Click_here to track |dentified D ata Requests 0

40

Headu_lll Create Querny | E=port Patients | Impoart F'atientSI |
3

Ra

e

TAEHWIL

Yital | Ppatients

Alive
Dead

|@ Done

=

I_I_ Z5) Local intraret

[
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; RPDR Information Utility - Microsoft Internet Explorer

J File Edt “ew Favortes Toolz Help |

-

J - -

Each Fansard

. @ B o

Stop  Refresh  Home

Q@ G 9 | B 3

Search Favoritez  History bl il Frirt

J.-'l'-.gldress @ http: Afrpdrdes/ partnersArpdrinfolstart/default. azp Ylocation=secuntyifrom=at

j o Go

Back To Query Tool

Contacts

Eaculty
Eeqgistration

How Up-To-Diate
Iz The Data?

CIEry By
Guide To FPDE
Data (Data
Dictionary )

Security

& 4 faculty member can grant mermbers of a workgroup access to the RPDR so that they may conduct research
with the faculty member as per the above guidelines, The RFDR pravides only approximate numbers of patients
to these members, and proactively seeks to identify a user that is attempting o identify a specific patient using
the Querytool. A complete account of the method that is used is disclosed below, Any member wha is
attempting to identify a patient using the Cuerytool will be locked out of the tool until their faculty sponsor
performs a review,

An attack on the systerm would occur by someone entering criteria into the query tool that would result in only
one matching person. For example, a person wishes to know if someone in their neighborhood has manic-
depression, and that person knows the birthday of the son of this waman. They might start by asking the query
tool for how many 30-year-old females in the 02054 area code had a normal delivery on Septerber 3, 1988, If
this resulted in only one matching person, then they would ask how many 30-year-old females in the 02054
area code had a normal delivery on September 3, 1988, plus have manic-depression, If this also resulted in one
matching person then they would know that the person in their neighborhood had manic-depression.

An approach to preventing the identification of individuals in the database could be to de-identify patients in the
database with a system that complies with HIPAA's 18 points for data de-identification (1), Although this would
be a good start, there are two sets of problems with this, The first set of problems results from the destruction
of important clinical data, This results mostly from the destruction of location information (zip codes) and the
destruction of date information. Just attempting to recruit patients in the general area of the hospital for

roeo el chodine ralile mem 2im EedRe met b reeetiee remen coreelene mmideninlamie = chodine T Aeebe e tiees AF

|@ Done

* INFORMATION # TUTORIAL = WORKGROUP » HELP " FEEDBACK

=l

I_I_ 25 Local intraret
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Key Point

A We do not need to know anything about the heuristics of the
guery for this method to work.
A No restriction on data elements or values used in query.

~

A No restriction to logic used in query.



—.

Variations to technique

A More queries with the same number of results can be returned
with greater added fuzziness (sigma).

A Other functions than the Gaussian functions can be used (with
longer tails) such as the Laplacian functions



—.

Problems with technique

A Attacks by team of conspiring users i would need smarter
software agents to detect these.

A To thwart identification and allow drilldown into the data one
needs to increase fuzziness with each step.



‘2l RPDR Enhanced Query Tool - Microsoft Internet Explorer provided by Partners HealthCare System

File Edit View

Favorites  Tools  Help

Query Items IL'T_'.'[EI Previous Queries

Search For:

| Containing A | |ngr

|.A.II Categories Vl [Fi""jl

=- @ Search Items

E-CD EGFR

-] eGFR (Test:bc1-1334)

----- |:'] eGFR (Test:fc500, 1750)

----- [= eGFR (Test:fc500,1500)

----- [=) eGFR (Test:fc500, 1850)

-] eGFR (Test:mcsg-eqfr)

-] eGFR (Test:mcsg-egfr 1)

[ eGFR {Test:mcsg-pegfr)

..... [ eGFR (Test:ncafrmaa)

-7 EGFR Gene Mutations {Group:EGFR)
----- [ EGFR Sequencing (Test:mcsg-eqgfrs)

£

b

Query Name: EGFR, Respiratory and... on 01/24/2011 #3

“_-J| GROUPS DO MOT HAVE TQ OCCUR IM THE SAME VISIT | # |‘1J Sensitivity < | Resetall groupz to =0 | =Specificity
- | &

Oaztes I Recorded=0x I I Exdud:—l

Oaztes I Recorded>0x I I Exclude I

21 |O.rle or more dems recon:."ea1
5 DEe
----- [ [2235_2252del; 2258del
Responsive)
2235_224%del (Responsi
2236_2252del 2257delC
Responsive)
2261A =G (Presumed Res
2264C =4 (Presumed Res
2314_2319dup (Unknowr
Siu:lniﬁ'an'e‘
2319dupCAC {Unki
Signiﬁ-:an-:e;
. 2065G =C {Unknown Sig
T :Llnknu:-'.'.n Sit
(Unknown Sig
212SG>A (Respansive)

ooono

£ | *

[ >

21764 =T | Inknown Sir o

E Chne or more fems "E'CG"'{.TEG'
=1-IC3) Respiratory and intratharasic
organs
B-IC7) Malignant neoplasm of
larymnx
B1-IC) Malignant neoplasm of
nasal cavities, middle ear
and accessory sinuses
B1-IC) Malignant neoplasm of
other and ill-defined sites
within the respiratory
system and intrathoracic
organs
-0 Malignant neoplasm of
pleura
B1-IC) Malignant neoplasm of
thymus, heart, and
mediastinum
B1-IC) Malignant neoplasm of

£ | (>

A

W

| Resetan || First Group || shiftLett |

[ Shift Right ][ Lazt Group ][ New Group ]

Total count: 269+3 patient(s) a

Gender Age Race D Vita
i v
I o &
! 2 E
(=]
oL <<

Famala Male

40 a0 |

Alive Deceased

@ AspTreevView /MetaDataTree_Sub.aspx?ParentFolderld =DGMNMNeoplasms {140-233)0x 5CMalignant neoplasms {(140-203)0x 3CRespiratory and int
-

‘ﬂ Local intranet




Return ldentified Data1 STEP 2

2 RPDR Detailed Data Request Wizard -- Web Page Dialog x|

Welcome to the RPDR Data Request Wizards

The RPCR. is a HIPAA compliant systern, which returns aggregate patient information via a Query Tool, based on user-
defined criteria, With proper IRE approval, RPOR users can:

e Lse their previously queried patient set
e 0OF import their own approved set of Medical Record Murmbers

to request detaled or identified patient clinical data, These wizards are included in the RPOR for bhurnan research
investigators to request identified patient data from their respective Parthners sites,

You are now launching a wizard in order to request identified patient data.

Your request rust conform and comply with the alowances of your Partners sponsored IRE human studies protocol, This
responsibility rests entirely on the faculty sponsor who is requesting the identified data or who is approving the regquest of
identified data from a workgroup mermber, It is very important that the correct IRE protocol number be chosen for each
request of protected health information,

This infarmation is protected under the Parthers Privacy and Confidentiality Policy and provided with approwal by the
Hurnan Research Comrittes only for the use specified in your protocol nurnber, It mmay not be wsed for any other purpose
without specific approval by the Human Research Committee, It may not be distributed to any individual not specifically
authorized under that approval, The data must be managed in a manner that complies with HIPAL Security Regulations,

I accept responsibility for the data returned by this query,
Accept  Cancel

Parthers Healthcare System HIPAA Compliance

Additional HIPAL information for the research cormmunity is available from these links, sponsored by Parthers and the
Hurnat Research Council (PHRC),

HIP&L and the Privacy Rule
HIP&AA Central




3 RPDR Detailed Data Request Wizard —- Web Page Dialog

RPDRE. DETAILED DATA REQUEST WIZARD
IJsing IRE#mgh-demo-1 (found in the RPDR. Identified database) bo obtain data from the RPDR
Yiou are logged in as Murphy, Shawn M, in workgroup Shawn Marphe, MO

Select the sites from which you would like to receive data

{Please note that different sites and Institutional Review Boards (IREs) may have different policies
regarding obtaining patient data, Detail of the policies can be read here)

¥ Massachusetts General Hospital (rGH)
i Brigharm and ‘Women's Hospital (BwWH)
¥ MNewton Wellesley Hospital (MwWH)

r Spaulding Rehabilitation Hospital (SREH)
I Faulkner Hospital (FH)

I niarth Share Medical Center [MEMIC)

STEP 2 Mext = Cancel

Help |




a RPDR Detailed Data Request Wizard -- Web Page Dialog

RPDE DETAILED DATA REQUEST WIZARD
IJsing IRE#mgh-dem i K ) entified data ain dakta from the RPDR,
1D

Yol

Select protocol number(s)

Partners IRE (required): | mygh-dema-1 ;l

Title:  RPDR protocol - Demonstration IRE number For Dr. Murphy

Status: Active

Mewton Wellesley Hospital IRE: |NWH Demo 1 ;l

Title:  test
Status: Active

Spaulding Rehabilitation Hospital IRE: | ;I

Options for returned set of patients:

[ create a static set of patients from this query that can be used in other RPDR. queries

¥ Ferun the base query shown above to obtain a fresh set of patients

Help = Back STEP 3 Mext = Cancel




a RPDR Detailed Data Request Wizard -- Web Page Dialog

RPDE DETAILED DATA REQUEST WIZARD
IJsing IRE#mgh-demo-1 (found in the R Identified datab 1 obtain data from the RPDR

Yiou are logged in as Murphy, Shawn M, in workgro

Select others who require access to this data

Selected faculty sponsor(s): —
Shawn Murphy, WD

Available Chosen

Peng, Zhaoping £

Nalichowski, Ruth Add All ->> |

<- Remove |

<<- Remove All |

Help = Back STEP 5 Mext = Cancel




a RPDR Detailed Data Request Wizard -- Web Page Dialog

RPDE DETAILED DATA REQUEST WIZARD
IJsing IRE#mgh-demo-1 (found in the R Identified datab 1 obtain data from the RPDR
‘ou are logged inas Murphey, wn M. in waorkgroup Shawn Morphee, MD

Please select if you would like a HIPAA-defined (deidentified)
limited data set or an identified data set

What's a limited data set? |

" Limited Data Set
- The files that result from this request will be available in
a profected file share with no special encryption,

% Jdentified Data Set

......................

protected. In order to access the data, a password wilk
be provided.:

Help = Back STEP 8 Mext = Cancel




3 RPDR Detailed Data Request Wizard —- Web Page Dialog

RPDE DETAILED DATA REQUEST WIZARD
IJsing IRE#mgh-demo-1 (found in the RPDR Identified database) b
‘fou are logged in as Murphey

0 obtain data from the RPDR
Shawn M. in workgroup Shawn Furphee, MD
Select the types of data that should be returned from the RPDR
Only data allowed by your protocol should be chosen
(Identified data sets will ahvwaws return a set of identified patient medical numbers)

@ Detail Data Items -
™ (2] Demographic Data

r [ Identifying Patient Information - not available For Limited Data Sets
[:l LIMR. {Longitudinal Medical Record)

D Medications, Diagnoses and Procedures

[:I Medications, Diagnoses and Procedures from Biling Data - only visiks where query criteria occur all in the same wisit
: akient Clinical Reporks- nob available For Limited Data Sets

----- ™ &) Cardiology Reports

----- r @ Discharge Summaries

----- ™ € Endascopy Reports

----- W &1 Microbiology Data

F@ Cperakive Mokes
""" I~ @ Pathology Reports
""" r @ Pulmonary Reparts

----- r @ Radiology Reports

r @ Transfusion Data, Blood Bank Data

Help = Back STEP 9 Mext = Cancel




a RPDR DETAILED DATA REQUEST WIZARD -- Web Page Dialog

RPDR DETAILED DATA REQUEST WIZARD
‘found in the RPDR Identified database] btain data From the RPDR
{ou are logged in as Murphy, Shawn M, in work; Shawn Murphey, MD

Search for

Using IRE

Back to top wiew

@ Laboratory Data Items

Elg Laboratory bests

g Cell Counts

g Cell Markers

Eg Chermistry

; g Anemia Related Studies
g Blood Gases

¥ Bload i3asesCwimetry

Eg Cardiac Tests

"'IZI BMP {Group:BHFY

-] CK Isos {GroupsCK-MMT)
-] CK-BB (CK 1) (Group:CK1/BE;
I:I CK-BE%% (Group:%CK1BE)
[:l CE-ME (CK2) (Group i CE2 (ME

! b k-ME Index (Gr !
El-( CK-MB QUANT {Group:CPK-h

e,

Y

-] CK-MB% {Gru:-up:“:-"-:-CKMB}_Ij
L .

H-C] Ck-MET

Help | = Back

Please select the laboratory tests th

at should be returned

(Drag the lab items from the left panel and drop into the panel below)

@ Selected Daka Ikems

ndez {Group:CKMBRI) (Loinc: 2158-4)

STEP 8 Mext = Cancel

r—-‘




a RPDR DETAILED DATA REQUEST WIZARD -- Web Page Dialog

RPDR. DETAILED DATA REQUEST WIZARD
Lsing IRE#: ‘Found in the RPDR Identified database) to obkain data From the RPOR
‘fou are logged in as Murphy, Shawn M, in workgroup wn [Murphey, MO

RPDR DISCLAIMER: All requests, such as this one, are reviewed by the IRB to
assure compliance with the written protocol. If the data requested is not
authorized by the protocol, those involved with its retrieval face disciplinary
action including loss of federal funding, loss of employment, and,/or criminal
prosecution.

Fead Full IRE Policy

Enter IRB Password:

Help = Back Step 11 Mext = Cancel




—.

Detailed data is gathered per Audit
trail

Output files placed
= In special directory

Data is gathered from RPDR
and other Partners sources

Files include Small Database



