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Personalized Medicine and Genomic technology are critical 

to managing populations
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Source: Personalized Medicine Coalition and innovation.org ; Oliver Wyman

ÁManaging a population involves improving health outcomes of 

the group as a whole by identifying, monitoring and addressing 

health needs of individuals through: 

Á Subpopulation stratification

Á Targeted, evidence-based treatment protocols

Á Predictive analytics



Example: PPARgPro12Ala and Diabetes
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Ala is protective

Mori et al.

Overall P value = 2 x 10-7

Odds ratio = 0.79 (0.72-0.86)

Courtesy J. Hirschhorn



High Throughput Methods for supporting Translational 

Research 

ÂSet of patients is selected from medical record data in a high 

throughput fashion

Â Investigators explore phenotypes of these patients using tools 

and a translational team developed to work specifically with 

medical record data

ÂDistributed networks cross institutional boundaries for 

phenotype selection, public health, and hypothesis testing

ÂPersonalized medicine is delivered into clinical care
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De-

identified 

Data 

Warehouse

1) Queries for aggregate patient numbers

0000004

2185793

...

...

0000004

2185793

...

...

2) Returns identified patient data

Z731984X

Z74902XX

...

...

Real identifiers

Query construction in web  tool

Encrypted identifiers

OR
- Start with list of specific patients, usually from (1)
- Authorized use by IRB Protocol
- Returns contact and PCP information, demographics, 
providers, visits, diagnoses, medications, procedures, 
laboratories, microbiology, reports (discharge, LMR, 
operative, radiology, pathology, cardiology, pulmonary, 
endoscopy), and images into a Microsoft Access 
database and text files.

- Warehouse of in & outpatient clinical data

- 6.7 million Partners Healthcare patients

- 2.5 billion diagnoses, medications,

procedures, laboratories, & physical findings

coupled to demographic & visit data

- Authorized use by faculty status

- Clinicians can construct complex queries

- Queries cannot identify individuals, internally

can produce identifiers for (2)

Research Patient Data Registry exists at Partners 

Healthcare to find patient cohorts for clinical research



Â All patients at Partners are added when seen in ñAffiliated Covered Entityò

Â HIPAA notification that their data may be used for research and 
operations upon registration.

Â RPDR data is anonymized at the Query Tool.

Â Aggregated numbers are obfuscated to prevent identification of 
individuals; automatic lock out occurs if pattern suggests identification 
of an individual is being attempted.

Â Queries done in Query Tool available for review by RPDR team, a user lock 
out will specifically direct a review.

Â Concept of ñestablished medical investigatorò is promoted by classification 
as a faculty member or designated list from IRB.

Security and Patient Confidentiality of Step 1



Security and Patient Confidentiality of Step 2

Â Only studies approved by designated Directors of Operation at Hospitals or the 
Institutional Review Board (IRB) are allowed to receive detailed data.

Â Queries may be set up by a workgroup member, but faculty sponsor on Approval / IRB 
protocol must directly approve all queries that return identified data.

Â Special controls exist when distributing data regarding HIV antibody and antigen test 
results, substance abuse rehab programs, and genetic data, due to specific state and 
federal laws.



Query items Person who is using tool

Query construction

Results - broken down by number distinct of patients

FINDING PATIENTS  - STEP 1



Methods for thwarting identification

ÂDe-identification of data and not allowing overly identifying 

items in the database.

Â Approach of HIPAA.

Â Approach using Cell Suppression.

ÂProblems:

Â Destruction of important clinical data.

Â Difficult interpretation of ñidentifyingò items.



Methods for thwarting identification

Â Obfuscate output of Querytool / Web service.

Â Properties of this situation:

Â Query tool / Web service only returns numbers of 

distinct patients.

Â The number of distinct patients is useful even when 

the number is within a probable range of 2 or 3 

patients.

Â An audit trail can be kept with a minimum of user ID, 

date/time of query, and true number of patients 

returned by the queries.



Investigating Identification

ÂEnter criteria in the Querytool that would select a single person 

from the database.

ÂWhat do we need to do beyond preventing outputs that state 

only one patient satisfies criteria.



< 11 patients.



< 11 patients.



54 patients.



12 patients.



55 patients.



13 patients.



Data obscuration function 



















Monte Carlo simulation

Column 1

Random number

between 0 and 1

Column 2

Gaussian 

distribution 

determined by 

the random 

number and 

sigma = 1.33

The real number > 129

0.077368 0 129

0.040369 0 129

-0.3236 -1 128

0.110012 0 129

-0.36337 -1 128

-0.48351 -3 126

-0.38776 -2 127

0.000716 0 129

Average of 8 tries > 128.125

Column 3

What a user will see

~1/3 average wrong

~2/3 average correct











Key Point

ÂWe do not need to know anything about the heuristics of the 

query for this method to work.

Â No restriction on data elements or values used in query.

Â No restriction to logic used in query.



Variations to technique

ÂMore queries with the same number of results can be returned 

with greater added fuzziness (sigma).

ÂOther functions than the Gaussian functions can be used (with 

longer tails) such as the Laplacian functions



Problems with technique

ÂAttacks by team of conspiring users ïwould need smarter 

software agents to detect these.

ÂTo thwart identification and allow drilldown into the data one 

needs to increase fuzziness with each step.





Return Identified Data ïSTEP 2

















Data is gathered from RPDR

and other Partners sources

Output files placed 

in special directory

Files include Small Database

Detailed data is gathered per Audit 

trail


