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w A discussion about auditing w A review of user provisioning,
access to electronic patient Identity management, or
records access controls strategies

w A review of regulatory w A review of identification or
requirements for conducting authentication methods, e.g.,
audits userid, biometrics, tokens,

w A discussion about technical passwords

considerations when
Implementing solutions




Why Conduct Access Audits?




Assets

Demographics
(name, SSN,
address, phone)

Financial
(insurance,
financial
accounts)

Medical (general
and sensitive
medical
information)

Employee

Financial

Operations

Marketing



Electronic Records

wPromoted electronic access
wElectronic Health Records
wPatient Portals

wHealth Information
Exchanges

wPortable Devices and Apps
wMeaningful Use program

wAbout 80% of providers
now use EHR

Figure 1. Percentage of office-based physicians with EHR systems: United States, 2001-2013
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NOTES: EHR is electronic health record. *Any EHR system’ is a medical or health record system that is either all or partially electronic (excluding systems solely
for billing). Data for 2001-2007 are from in-person National Ambulatory Medical Care Survey (NAMCS) interviews. Data for 2008-2010 are from combined files
(in-person NAMCS and mail survey), Estimates for 2011-2013 data are based on the mail survey only. Estimates for a basic system prior to 2006 could not be
computed because some items were not collected in the survey. Data include ffi b d physicians and exclude and
pathologists.
SOURCE

NCHS, National Ambulatory Medical Care Survey and National Ambulatory Medical Care Survey, Electronic Health Records Survey.

http:// www.cdc.gov/nchs/products/databriefs/db143.htm



http://www.cdc.gov/nchs/products/databriefs/db143.htm

Who is accessing the EHR?




Threats

The risk of inappropriate access has increased for multiple reasons

wAdvanced Persistent Threats wEmployees/Curiosity
wCriminal Groups wVisitors

wMalware/Phishing wOther 39 parties
wRansomware wMalicious intent/data integrity

wldentity misuse/identify theft
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United States, on or through an information system that may result in an unauthorized effort to adversely
impact the security, availability, confidentiality, or integrity of an information system or information that is
stored on, processed by, or transiting an information syst&ybersecurity Information Sharing Act of 2015




Poll- Threats

A Which do you think is the greateshreat type to healthcare
Information assetsc internal or external?




InsiderThreats and the Emerging

Czber Threat LandscaEe

AUser Activity Monitoring

A Explicit HIPAA Requirement for monitoring PHI access
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A Detection of identity theft, medical identity theft, 'snooping’, fraud

A Compromised credentials, external attacks

AEscalation of Threats
A Snooping
A Identity Theft, Medical Identity Theft

A Espionage and Politically Motivated Attacks
A PostBreached World
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http://www.healthcareitnews.com/news/ehr -audit-catchessnoopingemployee

https://www.cms.qgov/Medicare-Medicaid-Coordination/FraudPrevention/MedicaidInteqgrity-
Education/Downloads/ehtcasestudybooklet.pdf



http://www.healthcareitnews.com/news/ehr-audit-catches-snooping-employee
https://www.cms.gov/Medicare-Medicaid-Coordination/Fraud-Prevention/Medicaid-Integrity-Education/Downloads/ehr-casestudy-booklet.pdf

Vulnerablilities

wPasswords

wshared or compromised
wLogout/Screen Locking

wpatient records left open and accessible

wPlacement of devices

wuse of remote, virtual devices
wShared devices

wlack of individual accountability




Vulnerablilities

wAcceptable Use Policies
wis appropriate use clearly identified?
wCode of Conduct/Disciplinary actions
ware conseguences made clear?
wAwareness

ware policy requirements published and
trained?
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OCREnforcement Underscores
Importance of Managing Security Risk

CcNBYRa TNRY (UKAA &SI NXQa 2y3:

Source: lliana Peters, Sr. Advisor for HIPAA Compliance & Enforcement at HHS OCR, 2016 NIST/OCR Conference

A Incomplete or Inaccurate Risk Analysis

A Failure to Managed Identified Risk (Risk Management Blan

A In September, the ONC release@w featuresto the Security Risk Assessment Tool

A Lack of Transmission Security

A Use of FTP and other unsecured methods of transmitting data
A Lack of Appropriate Auditing
A Lack of Patching or very delayed patching

A Insider Threat Management

A Not everyone should have access to everything

A Access Terminatiog Access should be terminated same day as employee leaves



http://www.hipaajournal.com/updated-security-risk-assessment-tool-released-onc-3583/

Regulatory BackgroumagHIPAA
Security

wImplement procedures to regularly review records of information system activity, such
as audit logs, access reports, and security incident tracking reports

wImplement procedures to determine that the access of a workforce member to
electronic protected health information is appropriate.

wImplement hardware, software, and/or procedural mechanisms that record and
examine activity in information systems that contain or use electronic protected
health information




Regulatory BackgroumagHIPAA
Privacy

wA covered entity must identify:

w(A) Those persons or classes of persons, as appropriate, in its
workforce who need access to protected health information to carry
out their duties; and

w(B) For each such person or class of persons, the category or categories
of protected health information to which access is needed and any
conditions appropriate to such access.

wA covered entity must make reasonable efforts to limit the access of
such persons or classes identified in paragraph (d) (2) (i) (A) of this
section to protected health information consistent with paragraph (d) (2)
(i) (B) of this section.




Regulatory Backgroumd
Meaningful Use/Certified EHR

wThe date, time, patient identification, and user identification must be recorded when electronic
health information is created, modified, deleted, or printed; and an indication of which action(s)
occurred must also be recorded.

wThe date, time, patient identification, user identification, and a description of the disclosure must
be recorded for disclosures for treatment, payment, and health care operations, as these terms are
defined at 45 CFR 164.501.

wRecording user actions related to electronic health information in an audit log in addition to when
the audit log or the encryption status of electronic health information locally stored on end user
devices is disabled or enabled

wRequires EHR technology to be capable of enabling a user to generate an audit report for a specific
time period, and sort entries in the audit log according to the data elements specified in the audit
log content standard




Regulatory BackgroumgdBreach
Notification

wA breach is, generally, an impermissible use or disclosure under the Privacy Rule that
compromises the security or privacy of the protected health information

wAn impermissible use or disclosure of protected health information is presumed to be
a breach unless the covered entity or business associate, as applicable, demonstrates
that there is a low probability that the protected health information has been
compromised based on a risk assessment of at least the following factors:

wThenature and extent of the protected health information involved, including the
types of identifiers and the likelihood of rédentification;

w Theunauthorized person who used the protected health information or to whom
the disclosure was made;

wWhether the protected health information was actually acquired or viewed; and
wTheextent to which the risk to the protected health information has beanitigated




Regulatory Backgroundther

OCR Audit Protocol

wlncludes a control review: "Does the entity have policies and procedures
in place regarding the regular review of information system activity?
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State Breach Laws

The Joint Commission

PCI

External/Financial Controls Audits




