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Background

Information access is 
both a privacy and 
security concern

Increasing use of 
electronic health records 
with multi -user access

Concerns over 
inappropriate access and 
impermissible disclosures 

of patient information; 
impact on trust

Risk issues such as 
identity misuse or 

identity theft

Reportable breaches are 
a focus area for the 
federal government

Holding workforce 
accountable for 
access/actions



²Ƙŀǘ ¢Ƙƛǎ LǎΧLǎ bƻǘ

¢Ƙƛǎ ƛǎΧ

ωA discussion about auditing 
access to electronic patient 
records

ωA review of regulatory 
requirements for conducting 
audits

ωA discussion about technical 
considerations when 
implementing solutions

¢Ƙƛǎ ƛǎ ƴƻǘΧ

ωA review of user provisioning, 
identity management, or 
access controls strategies

ωA review of identification or 
authentication methods, e.g., 
userid, biometrics, tokens, 
passwords



Why Conduct Access Audits?

Identify inappropriate access to records

Establish accountability

Compliance with internal policies

Compliance with federal and state regulatory requirements

Investigate complaints

Breach incident response

Enhance trust in privacy and security of records ςculture of compliance

Identify and manage risk



Assets

Patient 
Records

Demographics 
(name, SSN, 

address, phone)

Financial 
(insurance, 
financial 
accounts)

Medical (general 
and sensitive 

medical 
information)

Organizational 
records

Employee

Financial

Operations

Marketing



Electronic Records

HITECH Act of 2009

ωPromoted electronic access

ωElectronic Health Records

ωPatient Portals

ωHealth Information 
Exchanges

ωPortable Devices and Apps

ωMeaningful Use program

ωAbout 80% of providers 
now use EHR

http:// www.cdc.gov/nchs/products/databriefs/db143.htm

http://www.cdc.gov/nchs/products/databriefs/db143.htm


Who is accessing the EHR?

Medical Staff

Nursing Staff

Advanced Practice Staff

Administrators

Medical Records/Health 
Information Management

Finance/Billing

Patient Relations/Complaints

Support Staff

Students ςAcademic Medical 
Centers

Other



Threats

External Threats (data 
exfiltration)

ωAdvanced Persistent Threats

ωCriminal Groups

ωMalware/Phishing

ωRansomware

Internal Threats (data   
snooping)

ωEmployees/Curiosity

ωVisitors

ωOther 3rd parties

ωMalicious intent/data integrity

ωIdentity misuse/identify theft

The risk of inappropriate access has increased for multiple reasons

άCybersecurity threatέ ƳŜŀƴǎ ŀƴ ŀŎǘƛƻƴΣ ƴƻǘ ǇǊƻǘŜŎǘŜŘ ōȅ ǘƘŜ CƛǊǎǘ !ƳŜƴŘƳŜƴǘ ǘƻ ǘƘŜ /ƻƴǎǘƛǘǳǘƛƻƴ ƻŦ ǘƘŜ 
United States, on or through an information system that may result in an unauthorized effort to adversely 
impact the security, availability, confidentiality, or integrity of an information system or information that is 
stored on, processed by, or transiting an information system - Cybersecurity Information Sharing Act of 2015



Poll - Threats

ÅWhich do you think is the greatest threat type to healthcare 
information assets ςinternal or external?



Insider Threats and the Emerging 
Cyber Threat Landscape
ÅUser Activity Monitoring
ÅExplicit HIPAA Requirement for monitoring PHI access

Å/ƻƳƳƻƴƭȅ ϥLƴǎƛŘŜǊ ¢ƘǊŜŀǘ 5ŜǘŜŎǘƛƻƴΨ

ÅDetection of identity theft, medical identity theft, 'snooping', fraud

ÅCompromised credentials, external attacks

ÅEscalation of Threats 
ÅSnooping

ÅIdentity Theft, Medical Identity Theft

ÅEspionage and Politically Motivated Attacks

ÅPost-Breached World



Lƴ ǘƘŜ bŜǿǎΧ

ΧLƴ WŀƴǳŀǊȅ нлмрΣ ŀ ƘŜŀƭǘƘŎŀǊŜ ǇǊƻǾƛŘŜǊ ƴƻǘƛŦƛŜŘ упп ǇŀǘƛŜƴǘǎ ƻŦ ƛƴŀǇǇǊƻǇǊƛŀǘŜ ŀŎŎŜǎǎ ǘƻ ǊŜŎƻǊŘǎ ŀŦǘŜǊ 
discovering a pharmacist employee had been inappropriately snooping on patients' medical data for an entire 
ȅŜŀǊΦ ¢ƘŜ ƛƴŎƛŘŜƴǘ ǿŀǎ ŘƛǎŎƻǾŜǊŜŘ ŀŦǘŜǊ ǘƘŜ ƘƻǎǇƛǘŀƭ ŎƻƴŘǳŎǘŜŘ ŀƴ 9Iw ŀǳŘƛǘ ōŀŎƪ ƛƴ hŎǘƻōŜǊ нлмпΧ 
(Healthcare IT News:  http://www.healthcareitnews.com/news/ehr -audit-catches-snooping-employee)

Χ! ƘƻǎǇƛǘŀƭ ŜƳŜǊƎŜƴŎȅ ǊƻƻƳ ό9wύ ŜƳǇƭƻȅŜŜ ŀƴŘ Ƙƛǎ ǿƛŦŜ ǿƻǊƪŜŘ ŦƻǊ ŀ ƭŀǊƎŜ ƴƻǘ-for profit hospital business 
ǿƛǘƘ нн ƭƻŎŀǘƛƻƴǎΧIŜ ƘŀŘ ŀŎŎŜǎǎ ǘƻ ǇŀǘƛŜƴǘ ƛƴŦƻǊƳŀǘƛƻƴ ǘƘǊƻǳƎƘ ǘƘŜ 9IwΧŀƴƻǘƘŜǊ ŜƳǇƭƻȅŜŜ ŀǘ ǘƘŜ 
ƘƻǎǇƛǘŀƭΧǊŜŎǊǳƛǘŜŘ ǘƘŜ ƘƻǎǇƛǘŀƭ ŜƳǇƭƻȅŜŜ ǘƻ ǇŀǊǘƛŎƛǇŀǘŜ ƛƴ ŀƴ ƛƭƭŜƎŀƭ ǎŎƘŜƳŜ ƛƴǾƻƭǾƛƴƎ 9IwǎΧLƴ Wǳƭȅ нлммΣ ǘƘŜ 
ƘƻǎǇƛǘŀƭ ǘŜǊƳƛƴŀǘŜŘ ǘƘŜ ŜƳǇƭƻȅŜŜ ŦƻǊ ƘŀǾƛƴƎ ƛƳǇǊƻǇŜǊƭȅ ŀŎŎŜǎǎŜŘ ƘŜŀƭǘƘŎŀǊŜ ǊŜŎƻǊŘǎΧ²ƘŜƴ ǘƘŜ ƘƻǎǇƛǘŀƭ 
ǘŜǊƳƛƴŀǘŜŘ ǘƘŜ ŜƳǇƭƻȅŜŜΣ ƛǘ ŘƛŘ ƴƻǘ ŜȄŀƳƛƴŜ ǘƘŜ ŀǳŘƛǘ ƭƻƎΩǎ ǊŜŎƻǊŘ ƻŦ Ƙƛǎ ƻǘƘŜǊ 9Iw ŀŎŎŜǎǎ ŜǾŜƴǘǎ ŀƴŘ 
ǊŜƳŀƛƴŜŘ ǳƴŀǿŀǊŜ ƻŦ Ƙƛǎ ƻǘƘŜǊ ƳƛǎŎƻƴŘǳŎǘΧ[ƻƎ ǊŜŎƻǊŘǎ ƭŀǘŜǊ ǊŜǾƛŜǿŜŘ ǎƘƻǿŜŘ ƛƴŀǇǇǊƻǇǊƛŀǘŜ ŀŎŎŜǎǎ ŀƴŘ 
improper disclosure of information related to thousands of records; the case was referred to the 
C.LΧ5ŜǘŜŎǘƛƴƎ ŀƴŘ LƴǾŜǎǘƛƎŀǘƛƴƎ ό¦ƴŀǳǘƘƻǊƛȊŜŘ !ŎŎŜǎǎ ǘƻ 9ƭŜŎǘǊƻƴƛŎ IŜŀƭǘƘ wŜŎƻǊŘǎτA Case Study:  
https://www.cms.gov/Medicare-Medicaid-Coordination/Fraud-Prevention/Medicaid-Integrity-
Education/Downloads/ehr-casestudy-booklet.pdf ) 

http://www.healthcareitnews.com/news/ehr-audit-catches-snooping-employee
https://www.cms.gov/Medicare-Medicaid-Coordination/Fraud-Prevention/Medicaid-Integrity-Education/Downloads/ehr-casestudy-booklet.pdf


Vulnerabilities

Technical

ωPasswords

ωshared or compromised

ωLogout/Screen Locking

ωpatient records left open and accessible

Physical

ωPlacement of devices

ωuse of remote, virtual devices

ωShared devices

ωlack of individual accountability



Vulnerabilities

Administrative

ωAcceptable Use Policies

ωis appropriate use clearly identified?

ωCode of Conduct/Disciplinary actions

ωare consequences made clear?

ωAwareness

ωare policy requirements published and 
trained?



Risk

Data integrity/Patient 
safety

Impermissible 
Disclosures/Privacy 

Breach

Effect on 
trust/brand/reputation

Regulatory 
enforcement/penalties

State enforcement
Private cause of action 

lawsuits

Risk of inaction if 
auditing indicates 

problems



OCR Enforcement Underscores 
Importance of Managing Security Risk

ÅIncomplete or Inaccurate Risk Analysis

ÅFailure to Managed Identified Risk (Risk Management Plan)

Å In September, the ONC released new features to the Security Risk Assessment Tool

ÅLack of Transmission Security

Å Use of FTP and other unsecured methods of transmitting data

ÅLack of Appropriate Auditing

ÅLack of Patching or very delayed patching

ÅInsider Threat Management

Å Not everyone should have access to everything

Å Access Termination ςAccess should be terminated same day as employee leaves

¢ǊŜƴŘǎ ŦǊƻƳ ǘƘƛǎ ȅŜŀǊΩǎ ƻƴƎƻƛƴƎ h/w ǊŜǾƛŜǿǎ ϧ ƛƴǾŜǎǘƛƎŀǘƛƻƴǎ 
Source: Iliana Peters, Sr. Advisor for HIPAA Compliance & Enforcement at HHS OCR,  2016 NIST/OCR Conference

http://www.hipaajournal.com/updated-security-risk-assessment-tool-released-onc-3583/


Regulatory Background ςHIPAA 
Security

§164.308(a)(1)(ii)(D) Security Management Process (Required) -
Information System Activity Review 

ωImplement procedures to regularly review records of information system activity, such 
as audit logs, access reports, and security incident tracking reports

§164.308(a)(3)(ii)(B) Workforce security - Workforce Clearance 
Procedure (Addressable)

ωImplement procedures to determine that the access of a workforce member to 
electronic protected health information is appropriate.

164.312(1) (b) ςAudit controls (Required)

ωImplement hardware, software, and/or procedural mechanisms that record and 
examine activity in information systems that contain or use electronic protected 
health information



Regulatory Background ςHIPAA 
Privacy

§164.514(d) (1)-§164.514(d) (2) Standard: Minimum 
Necessary & Minimum Necessary Uses of PHI

ωA covered entity must identify: 

ω(A) Those persons or classes of persons, as appropriate, in its 
workforce who need access to protected health information to carry 
out their duties; and 

ω(B) For each such person or class of persons, the category or categories 
of protected health information to which access is needed and any 
conditions appropriate to such access.

ωA covered entity must make reasonable efforts to limit the access of 
such persons or classes identified in paragraph (d) (2) (i) (A) of this 
section to protected health information consistent with paragraph (d) (2) 
(i) (B) of this section.



Regulatory Background ς
Meaningful Use/Certified EHR

§170.210(b):  Record actions related to electronic health information

ωThe date, time, patient identification, and user identification must be recorded when electronic 
health information is created, modified, deleted, or printed; and an indication of which action(s) 
occurred must also be recorded.

§170.210(e):  Record treatment, payment, and health care operations disclosures

ωThe date, time, patient identification, user identification, and a description of the disclosure must 
be recorded for disclosures for treatment, payment, and health care operations, as these terms are 
defined at 45 CFR 164.501.

§170.314(d)(2) - Auditable Events and Tamper-Resistance

ωRecording user actions related to electronic health information in an audit log in addition to when 
the audit log or the encryption status of electronic health information locally stored on end user 
devices is disabled or enabled

170.314(d)(3) Audit Report(s)

ωRequires EHR technology to be capable of enabling a user to generate an audit report for a specific 
time period, and sort entries in the audit log according to the data elements specified in the audit 
log content standard



Regulatory Background ςBreach 
Notification

45 CFR §§164.400-414 - Breach Notification Rule

ωA breach is, generally, an impermissible use or disclosure under the Privacy Rule that 
compromises the security or privacy of the protected health information

ωAn impermissible use or disclosure of protected health information is presumed to be 
a breach unless the covered entity or business associate, as applicable, demonstrates 
that there is a low probability that the protected health information has been 
compromised based on a risk assessment of at least the following factors:

ωThe nature and extent of the protected health information involved, including the 
types of identifiers and the likelihood of re-identification;

ωThe unauthorized person who used the protected health information or to whom 
the disclosure was made;

ωWhether the protected health information was actually acquired or viewed; and

ωThe extent to which the risk to the protected health information has been mitigated



Regulatory Background - Other

OCR Audit Protocol

ωIncludes a control review:  "Does the entity have policies and procedures 
in place regarding the regular review of information system activity?  
5ƻŜǎ ǘƘŜ Ŝƴǘƛǘȅ ǊŜƎǳƭŀǊƭȅ ǊŜǾƛŜǿ ǊŜŎƻǊŘǎ ƻŦ ƛƴŦƻǊƳŀǘƛƻƴ ǎȅǎǘŜƳ ŀŎǘƛǾƛǘȅΚά

State Breach Laws

The Joint Commission

PCI

External/Financial Controls Audits


